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TEXHUYECKOE 3AAAHUE Z
Ha NpoaJsieHne NIMLIeH3UI AN nporpaMMHoro o6ecneueHus UserGate
Ne HaumeHoBaHWe, XapaKTepUCTUKa TOBapa, MapKa, TOBapHbIi En. Kon-Bo
n/n 3HaK U3M.
HaumeHoBaHue

1.1 | UG-NGFW-SU-VE1000-C1 Moanucka Security Updates Ha 1 rog ans LT, 1
UserGate NGFW VE fo 8 aaep

1.2 | UG-NGFW-AT-VE1000-C1 Moaynb Advanced Threat Protection Ha 1 | LLT. 1
rog ans UserGate NGFW VE po 8 aaep

1.3 | UG-NGFW-PS-VE1000-C1-1Y PaciumpeHHoe TexHuyeckoe | LUT. 1
conpoBoxzaeHve nporpammHoro obecneyeHus UserGate NGFW VE apo
8 sinep Ha 1 roa Ha OCHOBaHWUM cepTudurKaTta

CBenieHma o Tekywem MO 3akasumka

2.1 | Tekywwmit npoaykT: UserGate Enterprise (Bepcus 6.X) Ha BUPTYanbHOM X X
annapaTtHOM KoMriekce

2.2 | KonMyectBO OAHOBPEMEHHO MOAKIIIOYAEMbIX MOMb30BaTENEN: [0 X X
1500.

2.3 | Homep peiictByiolleit nmueHsumn: VELH-MVNK8-MMQ7-P7LY X X

2.4 | Cpok geicteus Tekywwein nuueHsum: go 24.04.2026 r. X X

2.5 | Ycnosue COBMECTUMOCTU: NPOAJIEHUE JO/KHO aKTUBMPOBATLCS Ha TOM X X
xe ak3emnisipe MO 6e3 noTepn HaCTpoek 1 NoaMTUK 6esonacHocTH

DyHKLMOHaJIbHbIe Tpe6oBaHms K MO

3.1 | MNoapepxka goMeHHoM aBTopuzauum (AD, LDAP) ansa uaeHTudmkaumm X X
nosib30BaTesNeN.

3.2 | MNpoussoauTensHOCTL 06paboTkn Tpaduka He MeHee 1 [éut/c (ans X X
CMEeCH NMpPOTOKOJIOB).

3.3 | YnpaBneHue AOCTYMNOM Ha OCHOBE MoJsib3oBaTesiel, rpynn, IP-agpecos, X X
BPEMEHHbIX MHTEpPBaJIoB.

3.4 | AHanu3 Tpaguka Ha BUpYCbl, BpeaoHocHoe MO u ceTeBble aTaku X X
(IPS/IDS).

3.5 | Pacwudposka u uHcnektnposanue SSL/TLS-Tpaduka (Bkniovas TLS X X
1.3) ¢ BO3MOXHOCTbIO UCKIIOYEHUSI OTAESIbHBIX KaTEeropuii pecypcos.

3.6 | ABToMaTuueckoe o6HOBIeHMe 6a3 CurHaTyp Yrpos, KaTeropui X X
URL-cbunbTpaumm U penyTaumoHHbIX CrIMCKOB.

3.7 | Monpepxka AByxdakTopHoi ayTeHTUdUKaumum (2FA) uepes RADIUS, X X
LDAP + TOTP, uHTerpaums ¢ BHeLIHMMM npoBaiaepamm 2FA.

3.8 | ObecneuyeHune opHoBpeMeHHON paboTbl He MeHee 1500 aKTMBHBIX X X
nonb3oBaTesielt 6e3 Aerpagaunm NpousBOAUTENBHOCTU.

3.9 | Bo3MoxHOCTb paboTbl B PeEXMME OTKa30yCTOWUYMBOrO Kjacrepa X X
(Active/Passive unu Active/Active) — noaaepxka COOTBETCTBYIOLLMX
JIMLEH3WNA.

3.10 | WHTterpaumsa c SIEM-cuctemammn yepes Syslog, oTtnpaBka AeTasibHbIX X X
JIOroB COBbLITUN.

Tpe6oBaHus K cepTUdPUKaLUM U HOPMATUBHOMY COOTBETCTBUIO

4.1 | MNporpaMMHoe obecneyeHne [OMKHO ObiTb BKIOYEHO B EAWHBIN
peecTp poccuiickux nporpamm asist 3BM u B MuHumdbpsl Poccuu. X X

4.2 | Hanunuwme peiictByioulero ceptugukaTta PCTIK Poccum Ha MexxceTeBoi
3KpaH TUNa «A» He HuXxe 4 Kacca 3awmTsl (M 4 YpoBHSI 0BEPUS). X X
Konus ceptudmkata npefocTaBnsieTcs 3akasumky.

4.3 | CooTBercTBUE TpeboBaHUaM deaepalibHOro 3akoHa ot 27.07.2006 N2




152-03 «O nepcoHasbHbIX JaHHbIX» U defepanbHOro 3akoHa OT
26.07.2017 N9 187-03 «O 6e30MacHOCTM  KPUTUUECKOU
MHOPMaLIMOHHON MHPACTPYKTYpbI».

4.4

MpepoctaBnexHve Meana-KoMIIeKTa (amcTpubyTtuBa)
ceptuduumpoBaHHoit Bepcun MO C KOHTPOJSIbHBIMM CyMMaMu Ans
NpoOBEPKU  LENOCTHOCTM W MOATBEPXAEHUS  UCMONb30BaHUS
cepTubuLMpoBaHHON BEpPCUM.

Mopsifok nepeaayum nNpas U NOCTaBKU

5.1

MepepaBaeMble MpaBa: MpaBO WCMOMb30BaHUs  (MHCTANAAUMM,
3anycka, BOCMPOWU3BEAEHMs) Ha Tepputopun PO B TeueHue 12
MecsiLeB.

5.2

KnioueBasi uHdopmaums (Gainbl NMLEH3UI) HanpasnisieTcs Ha
3/IEKTPOHHbIN aapec 3akasumka: kleverIT@kleverltd.ru. OpuruHans
JIMLIEH3MOHHbIX CornaLieHni (Ha 6yMaxkHOM HocuTeNe) AOCTaBISIOTCS
MOYTON UK KYpbEPOM.

5.3

[ata Hauyana AelcTBUA HOBbIX JIMLEH3UIA A0/MKHA BbiTh cornacosaHa
C 3aKa3yMKOM U He MOXET ObiTb MO3XKe AaThl UCTEUYEHUS TEKYLUX
JILIEH3UI.

5.4

PacwmpeHHoe TexHuyeckoe conpoeoxaeHne (UG-NGFW-PS-VE1000-
C1-1Y) BKIIOYAET: KPYMIOCYTOYHYIO  MOAAEPXKY, [HOCTyn K
obHosneHusM MO u 6a3, BpeMs peakuum Ha MHUMAEHTHI — He Gornee 4
yacos

FapaHTUiiHbIe 06s13aTeNIbCTBa

6.1

MoCTaBILUMK rapaHTUpYeT COBMECTUMOCTb MOCTABJISIEMbIX JIMLIEH3MIA C
060opyAoBaHMEM/BUPTYaNibHON CPeaoi 3aKasumka.

6.2

Ha Bcé IO npepocTaensieTcs rapaHTusi Npou3BOAUTENS B TEYEHUE
CpoKa AeWCTBUS JIULIEH3UM.

CornacoBaHo:

HayanbHuk otaena UTU




